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Introduction 
Much has been made of trying to define what is meant by the term “Smart Grid”. In that 
context, it must be noted that the “grid” (that is, the electricity 
generation/transmission/distribution network) has been smart for many years. SCADA 
and the advanced applications of Energy Management Systems for generation and 
transmission have been in widespread use for more than 40 years. Distribution SCADA 
and automation have been installed in all but the smallest electrical systems since the 
early 1980s. Interest in renewable energy, such as large-scale wind generation, was 
active in the early 1980s (that is, the Tehachapi Pass Wind Farm). Automated meter 
reading (AMR) and advanced metering infrastructure (AMI) technologies have not 
changed significantly in the past 20 years, and interval metering/demand-side 
management can trace it roots back to time-of-use (TOU) metering projects dating to 
the mid-1970s. 
 
So why do we consider “Smart Grid” as something relatively new and novel? The 
difference is the generation, dissemination and use of information. “Smart Grid” is a 
system of systems. There are no earth-shattering breakthroughs required in the 
individual systems themselves. The exciting development that we call Smart Grid is the 
interconnection of all these systems through data exchanges which produce the ability 
to control the grid in an optimal, energy efficient, secure and reliable manner that was 
not nearly as possible when the systems were isolated islands of automation. And the 
mechanism to accomplish this will be one of the largest information technology (IT) 
infrastructures in the world. 
 
How Much Data? 
So how much data are we talking about? Will it really require one of the largest IT 
infrastructures on the planet? Well, consider this: the Library of Congress is the largest 
library in the world. With over 22 million volumes of printed material, it would take 10 - 
15 Terabytes (1012 or 1,000,000,000,000 Bytes) of data storage to contain all of the 
information contained in the library. When fully deployed, a North American 
synchrophasor system is projected to generate 10 to 15 Terabytes (TB) every two to 
three days!1  
 
Buried in this nearly incomprehensible amount of data will be critical information on 
voltage/frequency fluctuations, load flows, stability indicators, transmission line loading, 
transformer loading and a host of other important information which, if properly 
managed and made accessible to other systems, could be instrumental in the timely 
mitigation of cascading outages on a bulk power transmission system. What is 
interesting to note is that the technology to analyze the data and determine what 
reaction should be taken is based on electric power system theory that is well over 50 
years old. The Smart Grid development will be building the infrastructure to gather, 
parse and distribute the information from the endless stream of data in a timeframe that 
allows identification and mitigation of a developing transmission system stability 
excursion. Going back to our Library of Congress analogy, this would equate to walking 
in the front door, being presented with a problem and being able to find the exact page 
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of the exact book you need to solve the problem in less than one second. It’s no wonder 
that much of the Smart Grid focus is on IT aspects, and the interoperability of systems, 
so that machines can process the data to make better decisions for real-time operation. 
 
Data Privacy 
From the very first pilot projects involving interval electric meters, utilities began 
reporting that a review of just a small period of time of meter data yielded a surprising 
amount of information on the household the meter was monitoring. It was publicly 
reported by one major urban utility that the interval data clearly showed: 
 

- When household members cooked meals 
- When household members showered 
- If there were school-age children in the household and when they arrived at 

home 
- When the household was unoccupied during the day 
- When the occupants went to bed in the evening 
- When the occupants were away on holiday or a business trip 

  
Of course, an AMI system is not the only technology which is snooping into our lives. It’s 
true that we are quickly evolving into a technology-enabled society where myriad 
devices are tracking our movements and activities. In many cases, we actually welcome 
and depend on this tracking for entertainment, convenience and safety. Smartphones, 
tablets, cars, cable TV boxes, computer browsers all are (or soon will be) streaming 
vast amounts of data to repositories which will paint a very detailed picture of our daily 
activities and routines. So then why is there a concern about smart meter data? If the 
utility puts the meter on the side of someone’s house, the data starts flowing. All the 
other devices mentioned above are discretionary, and although most people would 
allow the data to be sent, the knowledge that phones, cable TV and smart cars are 
choices not forced on the consumer make this somewhat more palatable. 
 
So while this tends to create one concern—that a utility might sell the information to 
marketers—another possibility exists which concerns both the utility and the customer. 
Regulatory policy makers or legal courts may consider the meter information gathered 
and held by a regulated utility to be information that should be released to third parties. 
For example, a third-party electricity supplier might find a sympathetic court or regulator 
which decides that historical meter information provides the utility with an unfair 
advantage regarding the pursuit and retention of electric customers. It is entirely 
possible that this sympathetic body could order the release of the data to third-party 
suppliers, effectively putting household data usage into a less secure or completely 
public environment. 
 
Smart Grid IT infrastructure will need to deal with these issues and courts and 
regulatory bodies will need to develop procedural safeguards and policies to provide the 
public with some assurances that their personal information will be protected.  
 
 



 
Can Big Data Sometimes Be Bad Data? 
Observing an electric bulk power (generation and transmission system) system 
infrastructure component from the outside, it is nearly impossible to determine the 
criticality of that element to grid stability at any point in time. Even standing in front of a 
control center display board, it takes someone very knowledgeable in utility operations 
and network dynamics to identify the weak points of a system. And those weak points 
change over periods of hours, days, weeks and months as seasonal and daily load 
cycles wax and wane. Outages (planned or unplanned) and maintenance activities 
cause further fluctuations in the pattern of network dynamics. The effect of this 
constantly shifting landscape of stability on the grid is to create a kind of “security by 
obscurity”. Even if a cyber intruder were to gain electronic access to a utility SCADA 
communications system, the lack of knowledge on the system configuration and 
dynamics might prevent him from doing any real harm to the grid before the intrusion 
was detected. Random operation of apparatus could be troublesome, but also would 
serve to alert the system operators to take steps to thwart the attack before widespread 
outages were caused. 
 
One of the concepts developing in Smart Grid is the concept of Big Data. Massive 
databases of myriad sensors will produce a tremendous amount of information which, 
when correlated to other system parameters, are expected to produce better analytical 
tools and allow remedial action schemes (RAS) to head off stability excursions in the 
bulk power grid before they grow into uncontrollable cascading problems. Such data, in 
itself, may not be sensitive. However, if correlated to the physical model of the bulk 
power system and load profile of the apparatus involved, the results could be a “Rosetta 
stone” which decodes the obscurity of the system and identifies where and when critical 
weakness occur in the grid. Such a resource would be a highly desirable target for 
cyber criminals looking to compromise the grid from afar through the communications 
system. As the IT capabilities of Smart Grid improve and expand to create these Big 
Data repositories, security of the housed data will become increasingly important. 
Presently, an IEEE-SA Industry Connections activity called “Smart Energy Data 
Repository” is exploring issues surrounding the creation of industry data bases for use 
by university researchers, network control software developers and utilities alike. More 
information on this activity can be found at the Industry Connections Committee 
approved activities webpage, http://standards.ieee.org/about/sasb/iccom/activities.html. 
 
The Body Electric2 
Data serves as the lifeblood of Smart Grid control. And data moves in the Smart Grid 
system much the way blood moves in a body. At the body extremities (e.g., electric 
energy consumers) blood/data move relatively slowly, meandering though countless 
small networks and connections, performing useful but non-critical functions. A small 
interruption or leak, even for prolonged periods of time, may produce some local 
discomfort, but there is little threat of a major system failure. Moving from the 
extremities to larger parts of the body/system, these smaller pathways consolidate into 
larger ones, and the criticality of the flow increases correspondingly. Interruptions in the 
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flow have more serious consequences, and the time to react and correct the problem 
decreases significantly. And for critical components and elements, even the slightest 
interruption of flow is a life-threatening event. 
 
In the IT world, particularly in shared/third party services, the focus is on raw data speed 
and bandwidth. Moving massive amounts of data around takes place ubiquitously and 
uniformly, without concern as to the information being transmitted. In the Smart Grid 
world, it is a different matter. The reliability and timeliness required for the movement of 
a single piece of data depends greatly on the data’s content. Interval data from a smart 
meter can be acquired over relatively long periods of time, measured in minutes, hours 
or even days depending on the application. SCADA systems typically require 2 second 
scans of hundreds of Bytes of information, which is child’s play in today’s IT state of the 
art systems. But the transmission of a critical protection signal over a distance of 40 
miles in less than 4 milliseconds (.004 seconds) could mean the difference between a 
fault contained to a single transmission line and the loss of major substations and 
multiple transmission lines—an event which could turn into a cascading outage affecting 
hundreds of thousands of customers. Depending on a shared service network for such 
a time- critical application is a concern, and communications network service providers 
would be very hesitant to offer any guarantees of performance at these levels.  
 
Can’t We All Just Get Along? 
Another challenge that we face in the IT aspect of Smart Grid is intersystem 
communications. Our Smart Grid “system of systems” concept doesn’t work very well if 
the individual systems can’t communicate with each other. The problem is neither new 
nor unique. The utility industry’s control and management products are rife with 
proprietary protocols, proprietary database structures—even proprietary 
implementations of international standards. It is not uncommon for a single utility to 
have SCADA, outage/workforce management, graphical information management, 
distribution automation and graphical information systems in operation with either no 
inter-system communications or communications accomplished through one-off, 
sometimes rather crude, bridging products and techniques. And with these “silos of 
automation,” nearly every utility will have historical instances, anecdotal and/or 
documented of situations in which better intersystem data exchange would have 
improved operations or assisted reaction to an event. 
 
Communications Breakdown 
One of the interesting challenges of the utility industry and the movement of data is the 
wide variety of performance requirements for various systems. Interval meter data can 
flow at a relatively leisurely pace (although the number of meters makes even 15-minute 
reads a significant task). SCADA and EMSs transmit small packets of data somewhat 
frequently (every one to two seconds for each monitored point). Synchrophasors and 
inter-substation protection and control require communications in the millisecond range. 
This variety of communications quality-of-service (QoS) requirements, and the wide 
geographic area that the various communications must transit to/from, make it nearly 
impossible for one single communications system to meet all of an electric utility’s 
needs. Each system must be tailored to meet the needs of data QoS in a cost-effective 



manner. Unfortunately, this often leads to multiple protocols and technologies which 
make system interconnection and data sharing difficult. Increasingly, data is exchanged 
at the various system head ends. Utilities have long shared SCADA/EMS information 
between dissimilar systems using a technique called Inter-Control Center Protocol 
(ICCP). Similar techniques and standardizations will be required in the future for other 
systems such as AMI, outage management, distribution automation, demand-side 
management, geographic information systems and workforce management to share 
their growing data bases. 
 
Lots of Data, But Where’s the Information? 
Also required will be the development of the analytical engines which will sift through 
this massive amount of data to gleam the important information that is needed by each 
system. This is particularly true in techniques such as remedial action schemes, where 
there are just seconds, or even tenths of seconds to analyze the data, determine the 
issue and execute remedial actions. Today, the majority of synchrophasor data is 
captured and stored, but not used for real-time control of the network. While providing a 
valuable tool in the post-mortem of system disturbances, the goal is eventually to use 
this information to mitigate stability excursions prior to the point where substantial 
network assets are affected. It’s largely accepted that computing power and algorithms 
exist to accomplish this; what’s missing is having all the data in the same place in the 
same relative time-frame to permit these analytical engines to operate correctly. 
 
Data Management 
Electric utilities will to develop policies and procedures for compressing, archiving and 
even discarding data. It is obvious from the data rate numbers mentioned above that a 
utility will not have the physical ability, financial resources or even the need to retain all 
the information that will be generated. How to choose what is saved, archived, 
compressed and discarded will take a great deal of thought and require skill sets that 
utilities today may not have. The development of a new skill set—utility data 
management—will be necessary, along with information technology specialists who are 
continually evaluating if the technique to store and recover information is suiting the 
needs of their company. 
 
The Growing Dependency on Data 
As the industry continues to integrate data sources from a wide variety of systems, 
control and operations is expected to improve in the grid. However, as control and 
operations become increasingly dependent on information, the vulnerability of the 
system to the loss of timely data increases. Today, there is very little real-time 
interaction between many of the IT systems in an electric utility operation. As this 
situation changes, the interaction between systems will need to be evaluated to ensure 
that the loss of one system does not affect many. Having a distribution automation (DA) 
system provide large amounts of input data to the bulk power EMS may be operationally 
desirable, but also may interject a vulnerability in the system so that failure of the data 
link (or of segments of data) in the DA system now impacts the EMS. And since the 
interconnection of these systems is communications dependent, the communications 
systems themselves will become vulnerable.  



 
One of the challenges in Smart Grid data is to take full advantage of the information 
without creating a new failure mode. In today’s utility operation, SCADA and EMS 
systems are essential, but the network can operate without these systems in some 
base-level manner. As interest continues to grow in using more data for operation of the 
grid closer to its limits, we need to be cognizant of the criticality that we are placing on 
data QoS and communications systems. It is actually possible to destabilize the grid 
because of a growing dependency on data.  
 
Tony Johnson, consulting engineer with Southern California Edison, has spoken of the 
need to recognize that the utilization of new techniques in both data and 
communications for utility operation must not be allowed to impact a certain base level 
of operation of the grid, particularly in the event of a major electrical system or 
communications system disturbance. We always need to have a “safe mode” of 
operation, whereby the electrical grid can recover and operate at a base level in the 
absence of all these data sources and communications techniques. Otherwise, we have 
traded one vulnerability for another, and the communications/data vulnerability is one 
that is more difficult to secure given the nature of an increasingly cyber-hostile world.  
 
Electricity: A Unique Commodity 
The electric power industry is unique in the sense that it is the only industry in which the 
commodity (electric energy) is simultaneously produced, transported and consumed. 
The grid which facilitates this remarkable feat requires complex controls and continual 
analysis to remain stable, and the analytical engines which perform these control tasks 
are in constant need of data. The more data which can be fed to them, the more 
accurately the system can be controlled. And accuracy is critical to operate the grid 
closer to the highly desirable operating point at which the balance of stability, economy 
and efficiency are optimized. As Smart Grid efforts to increase variable generation (such 
as photovoltaic, thermal solar and wind) gain traction, the control of the grid becomes 
even more problematic. The solution to this challenge will include an increased ability to 
generate and process even greater amounts of data which, with the proper analytical 
tools, resulting in the most efficient control strategies.  
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